PRISM 2006 SOFTWARE GUIDANCE #2:
THE PRISM SOFTWARE AND FIREWALLS

A firewall is a device that prevents non authorized users or other computers
from accessing a computer or network. You can tell your firewall to allow
access to specific computers or networks temporarily or permanently.

If you have recently installed a firewall, it is likely that the firewall’s filters
prompted you to “allow” or “unblock” access to PRISM when you first loaded
the PRISM 2006 Software. If you did not allow/unblock access to PRISM you
will be unable to synchronize and you may receive an error message.

The following error messages may result if you are unable to synchronize due
to a firewall issue:

e “Cannot find the target computer” (if synchronizing computer-to-
computer)

o “Underlying Connection was Closed, Remote Name Could Not Be
Resolved” (if synchronizing with the Web).

The following provides guidance on how to allow Windows Firewall access to
PRISM when first installing the PRISM software and how to customize
Windows Firewall manually.

NOTE: if you have a firewall installed on your computer you must
allow/unblock access to PRISM so that the PRISM 2006 Software is able to
exchange information between your computer, the PRISM website, and other
reviewers.

WINDOWS XP FIREWALL - FOLLOWING SYSTEM PROMPTS (For a
brand new install):

A. Open the PRISM application (double left click on PRISM Instrument
icon). Choose Unblock when prompted. (See manual firewall configuration
document if not prompted).



== Windows Security Alert

T 1 To help protect your computer. Windows Frewall has blocked
some {features of this progam._

=

Do you want to keep blocking this program?

MName: PRISM Instrument Host Application
Publisher: RDA Comporation

Keep Blocking | Unblock Rekc Me E aker

i

Windows Firewal has blocked this program from accepting connections from the
Intemet or a netwar. f you recognize the program or trust the publisher, you can
unblock it. When should | unblock & program?

B. After unblocking connections attempt synchronization. If you are
successful your firewall has been properly configured.

WINDOWS XP FIREWALL — MANUAL CONFIGURATION—if you have a
firewall that currently does not allow/unblock access to PRISM:

A. Go to Windows Start (bottom left corner of screen), and select
Control Panel

For classic (standard Windows) view, select Settings then Control
Panel

B. From within control panel, select Switch to Classic View from the
left hand side
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C. Locate icon for Windows Firewall and double left click
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NOTE: If you do not find the Windows Firewall you may not have Windows XP Service Pack 2.
These instructions apply only to Windows XP Service Pack 2 and greater, please use windows
update feature to get Service Pack 2. If you need assistance, please contact the PRISM
Helpdesk at 1-800-518-1932.

D. At the next window, be sure that “Don’t Allow Exceptions” is not
checked
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General |E:-:n::eptin:nr'|s Advanced
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().Sal four PC iz not protected: turn on *indows Firewall

Windows Firewall helps pratect your computer by presveenting unautharized users
from gaining access to your computer through the Intermet or a netwaork.

@ (*)i0n [recommended]

Thiz zetting blocks all outzide sources fram connecting o this
computer, with the exception of those selected on the Exceptions tab.

< [ ] Don't allow excéptions

Select thiz when pou connect to public nebworks in less secure
lozationz, such asz airports. vou will not be natified when Windows
Firewall blocks programs. Selections on the Excephions tab will be
igniored.

@ (") OFf [not recommended]

Aroid uzing thiz zetting. Turming off Windows Firewall mayp mak.e this
computer mare vulherable to vinuzes and intruders.

YWindows Firewall iz uging your non-domain settings.

What elze should | know about Windows Firewall?

k. ] [ Cancel

E. Define Firewall Exceptions and add PRISM as a safe program:

% Select the Exceptions tab.
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Windows Firewall helps pratect your computer by presveenting unautharized users
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Aroid uzing thiz zetting. Turming off Windows Firewall mayp mak.e this
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®» Highlight the item labeled File and Printer Sharing (be sure
this is checked).
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YWindows Firewall iz turmed off. Y'our computer iz at risk of attacks and intrusions
from outzide zources such az the Intermet. “We recommend that pou click the
General tab and select On.

Programs and Services:

(] Remate Desktop
Skype
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‘fahoo! Meszenger
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Display a notification when Windows Firewall blocks a program

"What are the nsks of allowing excephions?

/ | ok || cancel

/
® |eft-click the Edit button

® At next window be sure that TCP 139 & 445 are checked, as
well as UDP 137 & 138
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® Click on OK to close the Windovk

®» Click on the Add Program button (at the Windows Firewall
window)
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General | Exceptions | Advanced

YWindows Firewall iz turmed off. Y'our computer iz at risk of attacks and intrusions
from outzide zources such az the Intermet. “We recommend that pou click the
General tab and select On.
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®» [ocate PRISM.host.exe in the list of Programs, if not there
then Click Browse.
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To allow communications with a program by adding it to the Escephions list,
zelect the program, or click Browse to gearch for one that iz not listed.
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In the drop-down, select Local Disk (C:)
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®» Double left-click the Program Files folder
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® Double left-click the PRISM folder
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®» Highlight PRISM.host file and then select the Open button
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®» Select the OK button at the Add a Program window
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To allow communications with a program by adding it to the Escephions list,
zelect the program, or click Browse to gearch for one that iz not listed.

Programs:

{’ [nternet Spades

¥ Microzoft Money 2004
a Mineswesper

L;"EI Cutlook Express

E:l Phato Gallery

@ Finball

:r;ﬂ Print Forms
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Path: | C:AProgram Files \ROANPRISMAPRISK Host e
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®» Place a check next to the PRISM Instrument program
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General | Exceptions | Advanced

YWindows Firewall iz turmed off. Y'our computer iz at risk of attacks and intrusions
from outzide zources such az the Intermet. “We recommend that pou click the
General tab and select On.
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® Click OK to close the Windows Firewall window

WINDOWS XP FIREWALL — DISABLING THE FIREWALL

A. Go to Windows Start (bottom left corner of screen), and select

Control Panel
For classic (standard Windows) view, select Settings then Control

Panel

B. From within control panel, select Switch to Classic View from the
left hand side
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C. Locate the icon for Windows Firewall and double left-click
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Firewall

D. Click the button next to the item labeled “Off (not recommended).”
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General |E:-:n::eptin:nr'|s Advanced

Windows Firewall iz helping to protect pour PC

Windows Firewall helps pratect your computer by presveenting unautharized users
from gaining access to your computer through the Intermet or a netwaork.

@ ) On [recommended)

Thiz zetting blocks all outzide sources fram connecting o this
computer, with the exception of those selected on the Exceptions tab.

Select thiz when pou connect to public nebworks in less secure
lozationz, such asz airports. vou will not be natified when Windows
Firewall blocks programs. Selections on the Excephions tab will be
ighored.

YWindows Firewall iz uging your non-domain settings.

What elze should | know about Windows Firewall?

/EIK ] [ Cancel

E. Click OK to close the window.



The PRISM Helpdesk will provide technical support for four brands of software
firewalls:

1. Windows XP
2. Norton
3. McAfee
4. Zone Alarm

NOTE: For additional technical support with firewall issues please contact the PRISM
Helpdesk at 1-800-518-1932.



